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Welcome
A

WELCOME

Thank you for choosing VMware vCenter™ Protect, a next generation security
management program used for managing and protecting Microsoft-based machines.
VMware vCenter Protect provides you with one centralized and common interface that
you can use to perform several essential security operations, including patch
management, antivirus, antispyware, Active Protection, virtualization management,
asset inventory, power management, IT management tools, extensive reporting, and
more.

VMware vCenter Protect is available within two different product bundles.

e VMware vCenter Protect Essentials: This is the basic product offering that
includes patch management, asset inventory, and a limited number of scripts
for IT management.

e VMware vCenter Protect Essentials Plus: This is the full-featured product
offering that includes patch management, asset inventory, antivirus &

antispyware, power management, configuration management and full ITScripts
capabilities.

To quickly get you up and running with VMware vCenter Protect we have created this
quick start guide. To learn how to use the product simply follow the directions in this
document.

Beyond This Quick Start Guide

If after using this quick start guide you are interested in learning even more about
VMware vCenter Protect, please see the following Web pages:

http://www.shavlik.com/training-on-demand.aspx

This Web page contains a number of video tutorials. The tutorials walk you through
the product interface, showing you exactly how easy it is to use VMware vCenter
Protect and how to get the maximum benefit from the product.
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—

INSTALLING VMWARE VCENTER PROTECT

Downloading VMware vCenter Protect
VMware vCenter Protect can be downloaded from the following Web page:

http://www.shavlik.com/pDownloadForm4.aspx?productid=74

Installing VMware vCenter Protect

When you purchased VMware vCenter Protect or registered for the trial version, you
received an email that contained download instructions and a license key. To install
VMware vCenter Protect, simply follow the on-screen instructions. If you need
assistance please refer to the VMware vCenter Protect Installation Guide available at:
http://www.shavlik.com/support/onlinehelp.aspx

Activating VMware vCenter Protect

In order to use the full product you must activate it by entering the license key. Simply
select Help -> Enter License Key and follow the on-screen instructions. The license
key is contained in the e-mail message sent to you by VMware.

Please Note: Without entering a license key, many of the important features in the
product will be unavailable. If you have not already received a license key, please
contact shavlik-sales@vmware.com.
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Using VMware vCenter Protect

USING VMWARE VCENTER PROTECT

Agentless _

Patch Performing a Patch Scan

Management Performing a scan is only a click away. The VMware vCenter Protect interface allows

Tasks you to work with the application in several different ways. Quick and simple scans can
be performed directly from the home page. More advanced scans can be enabled by

Tip: To view a creating unique machine groups and scan templates. For complete details on

performing patch scans see Agentless Patch Management Tasks > Performing

video tutorial on Patch Scans in the Help system.

this topic, click
the video icon. Try it yourself:
1. On the home page, in the Select/confirm targets area, select My Machine.

2. Inthe Select schedule area verify that Now is selected, and in the Select/confirm
operation area verify that Security Patch Scan is selected.

3. Click Scan Now.

Note: The scan is performed using the credentials of the currently logged on user.
Valid credentials must be specified when performing scans and deployments on
other machines.

This will immediately begin a scan of your machine using the default scan
template. During the scan process the latest patch data files are automatically
downloaded and the Operations Monitor dialog shows the current status of the
scan.

i e e B R = ===

I Hide [f] Clear all completed

Q? 10/4/2011 11:39:13 AM
Steps: 1. Check for new definitions
2. Import new definitions

3. Resolve machines to scan

4, Scan for patches - = 1 of 1 machine complete 0 machines not scanned
| 5. Wait for results
& View complete results Close (scan complete)
Results refresh every 30 seconds:
Machine IP Address x Missing Patch Count £ Missing Service Pack Count Status
'.; JOE-DELLWINT 192.168.91.1 20 8 Successfully scanned

4. Review the scan results by clicking the View complete results link.

Note: For information on performing scheduled scans, see the tutorial available at:
http://www.shavlik.com/training-on-demand.aspx.
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Reviewing Scan Results
You can access scan results a couple of different ways:

e You can view the results for a scan you just performed by clicking the View
complete results link from within the Operations Monitor

e You can view the results for prior scans by clicking Results in the button tray
at the bottom of the navigation bar and then selecting the desired scan in the
top half of the navigation bar.

B 10472011 113513 AV Results

Sl i

Veew  Sean M

il

B i o Mackne Vaew T The £ Patch Soow ' Credentiads g/ Dritbution Servers () Agent Manages B Scheduled Tasks [ Reparts

2 Results Q) « & Machres cannea (1) |8 Machure
@ Todey's Rems ¥ Scan Summary

che | | Beeman -| for B, | St Filters: || "A Machaies B 1 2

o Machine Group. Ooman Mactine Hame Paddess o wee | 3 Mmerg e | g merg ..., | Operatre Syitem
o
®

v My Machine (1) 4
Wy Machine WORKGROUP () IOF-DELLWING 192164811 40

Currren Path Statin Precuct Soreem Back Affected ... [Bdetn1D | et Tite bt

# Matiine Geaugrs

3| Patch and 58 Groups

L] Mgent Policies Please click on a single patch to view more information.
Teegplate

of Favoetes

o Resums

This view is called Scan View and provides detailed information about a scan.
1. In the top-right pane, select the machine you just scanned.
2. Inthe middle pane you can view a variety of information, including:

The number of service packs that are missing

The number of patches that are missing

The number of patches that are installed

The products (applications) that were scanned on the machine

The number of patches that are missing for each of the scanned products

3. In the bottom pane you can view detailed information about any patch you select in
the middle pane.

4. For more information on interpreting scan results, press F1 to view the Help
system.

Complete information on interpreting patch scan results is available within the
Help system at Agentless Patch Management Tasks > Interpreting Patch Scan
Results (Scan View).

5. To view scan results using Machine View, click the i Machine View jcon.

Complete information on using Machine View is available within the Help system
at Common Tasks > Using Machine View.
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Deploying Patches

Once you’ve identified a missing patch that you’d like to deploy, simply right-click the
patch and then deploy the patch to the selected machine. You can choose to deploy
with the default deployment template, or you can create your own custom deployment
template. Patches can be deployed immediately, at a specified future time, upon next
reboot, or can be copied to remote machines for manual deployment at a later time.
Missing patches can also be automatically deployed upon completion of an immediate
or scheduled scan.

Try it yourself:

Patches can be deployed from either Machine View or Scan View. The Machine View
process is illustrated here. The process within Scan View is very similar.

1. To get to Machine View, click the i Machine View jcon.
2. Inthe top pane, select the machine you just scanned.
In the middle pane, expand the Patch Missing list.

Identify a missing patch that you would like to deploy.

o >~ w

Right-click the missing patch and select Deploy > Selected Patches.
For example:

<> Patches Q Threats ﬁ Software Assets Hardware Assets .ﬂ}l\firtual Assets

Current Patch Status Product Service Pack
» £ Service Pack Missing (8)

v € Patch Missing (20)

R Patch Missin~ [T T P, ) [P 7 cpi
3 patch Missin Deploy r Selected Patches...

3 patch Missin| 1] Uninstall Selected
R Patch Missin

]
]

%

All Missing Patches...

c S ~ -
Download Service Pack
R Patch Missin e
¢ Patch Missin Delete Based on Criticality »
1 3¢ Patch Missin Open Bulletinis) in Browser i 5P1
Add to Patch Group o
Patch Information | Mas
Set Cnticality P
Vulnerability in NET Frs st rikealty £33814)

Add Comment... 1
BulletinID:  M511( 7 Ultimate (x64) Vulnerability

I Expand all

Vendor Severity:

! iz Collapseall

CVE-2011-1271 : f
[# Export selected patches to CSV..,

6. If prompted to assign default credentials, click New, specify administrative
credentials for the machine, click Save and then click Assign.

Complete information on specifying and using credentials can be found in the Help
system at Installation and Setup > Supplying and Managing Credentials.
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10.

On the Deployment Configuration dialog, make sure Install immediately is
selected and then click Deploy.

Watch the Operations Monitor dialog for detailed information about each step
being performed in the deployment process.

Assuming you used the default deployment template, the final step in the
deployment will be to reboot your machine. While you are waiting for the reboot
to occur, you can view the pending deployment task by selecting View >
Deployment Tracker.

After your machine reboots, start VMware vCenter Protect again.

Within the navigation bar, in the Results list, select the deployment you just
performed.

Details about the deployment are displayed on the right side of the window. The
top pane displays a list machines involved in the deployment and shows how many
patches each machine received. The lower pane provides information about how
the patches were deployed.

For more detailed information, see Agentless Patch Management Tasks > Deploying
Patches in the Help system.

Rolling Back Patches

VMware vCenter Protect provides the ability to uninstall selected patches. Not all
patches can be uninstalled. The ability to “roll back” a patch is dependent upon the

patch vendor. Only patches identified by the rollback icon U can be uninstalled.

You can uninstall a patch from Scan View or Machine View. You simply right-click
the patch and then select Uninstall Selected. For example:

0 Patches O_Iwrsat: féj Software Assets Hardware Assets .:-;l Virtual Assets

«

| Current Patch Status

‘ Product | Service Pack | Bulletin Release Date | Bulletin ID | Eulletin Title Ciumber | Uninstallable

[F) £33 Service Packs Missing (2}
(7 3¢ Patches Missing (22
=% Patches Found (S6)

o Patch Found Windows ¥P Professional  SP3 12/12/2006 MS06-078 Yulnerability in Windows Media For,,. Q923689 @ Mo
o Patch Found Windows XP Professional SP3 12/12/2006 MS06-078 Yulnerability in Windows Media For,,, Q925398 @ Mo
o Patch Found Windaws XP Professional 5P3 8142007 WISO7-eE | Mrnw b dm biecefe L e mnzenst (1] Yes
«® Patch Found windows %P Professional  SP5 12/11/2007 MS07-06a Deploy 4 1 ves
o Patch Found Windows ¥P Professional SP3 6/10/2008 MS08-030 @ Uninstall Selected @j Yes ol
& DPateh Found Wfinduws %P Professional_SP: AU MSHIEL Whves (V]
| < ” M Download Selected | » |
Patch Information | Machines Missing | Machines Installed ¥
Vulnerability in Microsoft XML Core Services Could Allow Remote Code Execution (936227) Open Bulletin(s) in Browser Download...
Add to Patch Group 13 ¥
BulletinID: - M307-042 Windows XP Professional Vulnerab| Could
. i 3
Superseded by:  MS08-D69 Allow Remote Code Execution (936
Add Comment...
Microsoft KB Article: 0936021 Sum mary
Included In: ~ SP3 Expand al
Collapse all
Vendor Severity: @ Critical
Export selected patches to CSV..
hd

~|
=]
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I

Tip: To view a _
video tutorial on Generating Reports

this tPP'C’_C“Ck Once you’ve completed a patch scan and deployment, you can generate any of a

the video icon. number of customizable reports to provide analysis of the state of your desktop and
network security. Reports can be customized by scan date, machine group, or risk
level. Once a report is generated, you can view, print, or save the report. You can also
export the report to different formats or e-mail it to designated recipients. VMware
vCenter Protect reports are robust, gathering all information stored in the console, not
just the information generated in the most recent scan/patch implementation. This
function allows administrators to track the history of all patch activity on each
machine.

Try it yourself:

1. From the program menu select Tools > Create report or simply click the
-] Reports icon.

2. Inthe Select report to view box select the report you want to generate (for
example, Executive Summary).

3. Near the bottom of the Reports dialog click Generate report.

For detailed information about generating reports, see Common Tasks > Reports in
the Help system.

VMware vCenter™ Protect 8.0 Quick Start Guide 7
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Antivirus and You perform antivirus and antispyware tasks using agents. Simply create an agent
policy and then install the agent on a machine.

Antispyware
Tasks

Create an Agent Policy

To create a new VMware vCenter Protect Agent policy:

1. Inthe button tray at the bottom of the navigation bar, click Agent Policies.
2. Inthe Agent Policies pane, click New Agent Policy.

3. Type a name for the new agent policy and then click OK.

The Agent Policy Editor window is displayed.

Sample Agent Policy ‘@Agem Manager Rename ()
I| General Settings  Allow the user to |
@ Potch See an icon in the notification area
e Perform manual operations
Cancel operations.
\Olhreat Manags quaranting
& Power Temporarily suspend Active Pratection

Disable Active Protection

Turn off notifications when Active Protection blocks known risks
Logging

Logging level: | Basic -

Maximum log size (MB: 5 -
Check-In interval

(@ Minutes: 120 =

@pays |1 o] a 12:00:00 AM

Distribute check-ins over (minutesy 10 =

Engine and data download location
(&) vendor over Internet
@ Distribution Server
(® Specific | DS2 -
) By Agent IP range (Reguires that at |east one IP Range is defined.
Use vendor as backup source
Network
Agent listens for updates onport: 4155 =

Internet proxy credentials: [Mone] T

|Z
o

Save and update Agents Cancel
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I

Configure an Agent Policy

There are many different configuration options for an agent policy. For this example
you will configure a policy with a simple patch task and a very basic threat task, using
the default settings in most cases. You can also configure an agent policy to perform
asset and power tasks but those features are not used in this example.

Tip: To view a
video tutorial on = On the Patch Tab
this topic, click Click Add a Patch Task and type a name for the task. For example, you might name it

the video icon Eval Patch Task. The patch task options are displayed. Feel free to simply use the
. default values.

On the Threat Tab

Click Add a Quick Scan Threat Task and type a name for the task. For example, you
might name it Eval Threat Task. The threat task options are displayed. Feel free to
simply use the default values.

On the Exceptions Sub-Tab

Select Always allow files, type winword.exe and then click Add. This tells your threat
task(s) and Active Protection that you always want Microsoft Word to be allowed to
run. This is a very simple example of how to use the Always Allow and Never Allow
lists. For more examples, click the Examples link.

On the Active Protection Sub-Tab
Make sure the Enable Active Protection check box is enabled.

Active Protection is a real-time service used to detect known and unknown threats
before they infect an agent machine. It sits quietly in the background of a machine and
monitors for attempts to change security configuration settings and values. If it detects
an attempt to change a setting it can respond a number of different ways, depending on
how it is configured. Feel free to simply use the default configuration.

Save the Agent Policy

In the bottom-right corner of the Agent Policy Editor dialog, click Save and update
Agents.

VMware vCenter™ Protect 8.0 Quick Start Guide 9
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Tip: To view a _
video tutorial on  Install the Agent on the Console Machine

this topic, click For simplicity, in this example you will install the agent onto your console machine.
the video icon You can, of course, install the agent on any of the machines in your network.
1. Access the Agent Manager by clicking the (B Agent Manager jcon,

2. Select the machine you scanned previously (this should be your console machine).

3. Click Install / reinstall with Policy and then select the agent policy you just
created.

The Operations Monitor is displayed. It shows the status of the different steps
involved in the installation process. For example:

(7 -— = ~

Il Hide [F Clear all completed

.

Owverall progress  Active: 0 Failed: 0 Completed: 1

Machine Palicy Status Installation Progress Errars
I JOE-DELLWINT Sample Agent Policy  Successfully installed agent I L
I
4 ] 3 |
= = = — =

Tip: To view a
video tutorial on
this tOpiC, click The agent should now be installed on your console machine. You can launch the agent

the video icon. two different ways:

Using the Agent

= Select Start > All Programs > VMware vCenter Protect > VMware
vCenter Protect Agent

= Double-click the VMware vCenter Protect Agent service icon that resides
in your machine's system tray

10:57 AM
6/28/2010

~ 8 % @ D

The VMware vCenter Protect Agent client program is displayed. For example:
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vmware vCenter Protect Agent

The VhMware vCenter Protect Agent
simplifies and autamates
management of mabile systems that
are constantly on the go.In a
single, rabust Agent, you can:

- Find and deploy missing patches
and service packs.

Patch scan status

- Defend against viruses, worms,

and spyware looking for ways to ~ ) Lastscan: 10/20/201 2:12:55 PM Patches missing 8 Semice packs missing 1
infect your computer. Patch definition version: Patches approved 8 Service packs approved 1
_Discover and inventory hardware 1.1.4.1382 (10/1872011) Patches installed 7 Senice packs installed 0
and software assets, Patches pending download 0 Service packs pending download 1
- Act in real-time to detect and Threat scan status
block mal ftware bef —
they can harm your computer, ) Lastscan: 10/20/201 2:30:37 PM  Threats deleted 0
Threat definition version: Threats quarantined 0

Complete infermation on using the 7102 (10/20/2011 10:00:47 AN
WMware vCenter Protect Agent is ¢ ) Threats ignared 0

I Threats reported 0

@ overvi Active Protection

2 ~ ) Active Protection is:  Enabled
< Patch \\

7 Asset \
) Threat R\
(7] Active Protection
@ Aways Allow
& Never Allow

& Quarantine

Console: JOE-DELLWINT _Palicy: Sample Agent Policy |

1. Inthe button tray located in the lower-left corner, click Patch.

2. Inthe Active Function pane located immediately above the button tray, click the
patch task you created earlier (e.g. Eval Patch Task).

Wait for the patch scan to complete. You can review the results in the right-hand
pane. Click Overview in the button tray to view the patch status of your machine.

3. Inthe button tray, click Threat.

4. In the Active Function pane located immediately above the button tray, click the
threat task you created earlier (e.g. Eval Threat Task).
Wait for the threat scan to complete. You can review the results in the right-hand
pane. Click Overview in the button tray to view the threat status of your machine.
Results from agent-based patch tasks and threat tasks are also rolled up to the console
and can be viewed using either Machine View ( 9 Machine View) or Threat Events
View ( 19 Threat Events ).
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Performing AV Scans on Specific Files, Folders, or Drives

If an agent is configured with a threat task or if Active Protection is enabled, the user
of the machine can initiate an antivirus scan on a specific file, folder, or drive on the
machine. This is done by right-clicking the desired item within Windows Explorer and
then selecting Scan with VMware vCenter Protect. For example:

4 1M Computer
4 £, 05(C)
> SAVG

. Antivirus Test Falder
s [ | Expand

Open in new window

Browse in Adobe Bridge C55

Share with r

Restore previous versions

* ¢ | By Combine supported files in Acrobat...

Include in library 4
Scan with VMware vCenter Protect...
= Adobe Drive 54 b
> B Send to 3

The results of the scan are displayed in the agent's threat log. The results are also
reported to the console and available for viewing using either Machine View or Threat
Events View.

12 VMware vCenter™ Protect 8.0 Quick Start Guide
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EXPLORING THE MANY OTHER POWERFUL FEATURES OF
VMWARE VCENTER PROTECT

The topics discussed up until now are designed to get you up and running quickly with
VMware vCenter Protect and get a feel for the core capabilities of the product. There
are of course many, many other powerful features and we encourage you to explore
them on your own.

Machine Groups

Create a machine group and see how easy it is to manage the different physical
machines, virtual machines, domains, and organizational units in your organization.
For details, access the Help system and read the Installation and Setup > Using
Machine Groups topics.

_# Sample Machine Group - Machine Group =] |

gﬁaSample Machine Gruup Edit Mame/Description 4 View in Machine View Copy Delete | Credentials E-mail Export (7)) |

Click Edit Name/Description above to add a description
Scan only:
ﬂ Run operation [ servers [C] Domain Controllers  [[]] IS Servers [T Print Servers
[ workstations [ Dial-in Servers [ sqL servers

i IMachine Name | Domain Name | Hosted Virtual Machines | Workstation Virtual Machines |IP Address/Range | Organizational Unit | Nested Group

Enter IP address: [0 Exclude Add individual

Enter IP range: - D Exclude Add range
Import from an external source:

Import from file = Link to file =

For the selected items below: (&) Remove o When Scanning ~ i Credentials ~ QE-mai\ - @In;tallfRein:tallAgEnt..‘ J Test -

Type & |MName | Admin Credentials Browse Credentials | E-mail Options Applied When Scanning
w I7 1P Address (1)
i 1P Address 19216811 7 Ne 7 No Ne # Include
w @ Machine (2)
\; Machine 20085erver 7 Mo 7 Mo Mo o Include
\3 Machine Win7-Machine 7 Mo 7 Mo MNo o Include
Save Cancel

Patch Groups

Create a patch group and see how they can be used to control exactly which patches
are scanned for and deployed to the machines in your organization. For details, access
the Help system and read the Agentless Patch Management Tasks > Patch Groups
topics.
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Patch Group Members (69) |u;ed By

| Sample Patch Group I P View in Patch View Copy Delete ()
|
| Mame: sample Patch Group ‘ Add.. |

Description:

For the selected items below: (&) Remove

4

Bulletin ID |Bulletin Release Date | Bulletin Revision Date | QNumber |Patch Type Description | Bulletin Title

APSB11-26 9/21/2011 9/21/2011 QAF10318310N  Software Distribution  Security update available for Adobe Flash Player 10,
APSB11-26 9/21/2011 9/21/2011 QAF10318310  Security Patches Security update available for Adobe Flash Player 10, =
APSB11-26 9/21/2011 9/21/2011 QFMI10318310  Security Patches Security update available for Adobe Flash Player 10,
CPS4SRO7-W2K3010  9/21/2011 9/21/2011 Q130615 Nen-security Patches  Hotfix PSE450R07W2K3010 - For Citrix Presentation
CPS4SRO7-W2K3011  9/21/2011 9/21/2011 Q130677 Non-security Patches  Hotfix PSE450R0TW2K3011 - For Citrix Presentation
CPS45R07-W2K3X64... 9/21/2011 9/21/2011 Q130616 Mon-security Patches  Hotfix PSE450R07TW2K3X64008 - For Citrix Presentat
CPS45R07-W2K3X64... 9/21/2011 9/21/2011 Q130678 Nen-security Patches  Hotfix PSE450R07W2K3X64009 - For Citrix Presentat
MSWWU-550 9/21/2011 9/21/2011 Q2566458 Non-security Patches  Description of the Office 2010 update: September 1
MSWU-549 9/19/2011 9/19/2011 Q2553014 Non-security Patches  Description of the SharePeint Foundation 2010 upd
CHROME-26 9/16/2011 9/16/2011 (140835163N  Software Distribution  Google Chrome 14.0.835.163

CHROME-26 9/16/2011 9/16/2011 Q140835163 Security Patches Gooegle Chrome 14.0.835.163

MSWLU-547 9/16/2011 9/16/2011 Q2583935 MNon-security Patches  Description of the Qutlook Social Connector updat
MSWL-548 9/16/2011 9/16/2011 Q2553065 Mon-security Patches  Description of the Office 2010 File Validation updat:
MS511-A07 9/15/2011 9/15/2011 Q2616676 Security Tools Microsoft Security Advisory: Fraudulent digital certi
MSWLU-545 9/14/2011 9/14/2011 Q2553111 Nen-security Patches  Outlook 2003 Junk Email Filter update: September 1
MSWLU-546 9/14/2011 9/14/2011 Q2553110 Non-security Patches  Outlook 2007 Junk Email Filter update: Septemberl
4 ] 4

Patch Scan Templates

Create a new patch scan template and learn about all the ways it can be configured in
order to address your specific scanning needs. For details, access the Help system and
read the Agentless Patch Management Tasks > Patch Scan Templates topics.

Name:

sample Patch Scan Template|

Description:

Filtering | General | Software Distribution | E-mail | Used by

Product

Applies to Agents I Patch

Applies to Agents

[C]] Scan only for MBSA legacy products

Product filter: @) Scan Al (D) Scan Selected (D) Skip Selected

Net Framewark

Tzip

Adobe

AOLInc

Apache

Apple

BizTalk Server

Blackbemy

CAPICOM

Ctrie

Commerce Server

Content Managemert Server
DirectX

Firefox

Flash

Forefront Client Security
Foxit Corporation

FrontPage Server Edensions
Google

Hewlett-Packard

Patch filter settings:

@ Scan All

() Scan Selected () Skip Selected

Patch Properties

Applies to Agents |

Patch type filter settings:

@) Scan All @) Scan Selected @) Skip Selected

[ Custom Actions
[T Non-securiy Palches
Sequrity Fatches

Host Integration Server [] Security Tools
s
Intemet Explorer
ISA Server
Java Vitual Machine _ - N
Criticality filter settings: @ Scan All @ Scan Selected (D) Skip Selected
Al J| Critical || High [¥] Medium [¥] Lo 7| Ignore
Save Cancel
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Exploring the Many Other Powerful Features

Tip: To view a
video tutorial on | Asset Inventory Features

this tPP'C’_C"Ck Create a new asset scan template and then use it in a scan to learn about your software,
the video icon. hardware, and virtual assets. For details, access the Help system and read the
Agentless Asset Inventory Tasks topics.

-

MName: Sample Asset Scan Template @

Description:

Filtering | E-mail | Used by
Assets to Scan for

Installed software
Virtual Infrastructure (for hosted virtual machines}, Does not apply to Agents.
Hardware and configuration:

] BIOS

] Disk

@] Memory

] Motherboard
[¥] Network

] Procsssar
7] Services

Thread Settings

Simultaneous machines scanned - 64

Fewer 0 Mare

Save Cancel

Tip: To view a
video tutorialon  Power Management Features

this tpplC,_Clle Read through the Agentless Power Management Tasks topics in the Help system to

the video icon. learn how you can use VMware vCenter Protect to prepare your machines for
maintenance tasks and to reduce power consumption and operating costs. If you decide
to test the reboot or shut down feature be sure to do so on a non-critical target machine.

(T ———r)
MName: Sample Power State Template o
Description:

Power Options | Used by
Power action:  Restart = | | Use defaults
If a user is logged on:

: ) Alert user, perform action when user logs off

[ () Force action after (minutes) 10 =

| () Force action o

| 2

l Show:

I Countdown time-out (minutes) 5 % | Show sample countdown I

System dialog on all terminal sessions for (seconds) 60 =

I User may:

l Extend time-out up to the scheduled action time (increment in minutes) 1 =

| D Cancel time-out (perform action when user logs off) i

I [C] cancel action

I
@ Povier Savings Calculstor Cancel |
g
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Exploring the Many Other Powerful Features

Tip: To view a

video tutorial on

this topic, click
the video icon.

Tip: To view a
video tutorial on
this topic, click
the video icon.
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ITScripts Feature

The ITScripts feature supports the use of PowerShell 2.0 and WinRM 2.0, enabling
you to execute a variety of scripts on the console and on remote target machines. It also
enables you to start a Windows PowerShell session between the console and a selected
machine. For details see IT Management Tools > ITScripts in the Help system.

Category Name

+ Configuration (3)
Configuration  AppleAutoUpdateDisable
Configuration  Disable Adobe Flash Update
Configuration  Disable Mozilla Firefox Updates

v Maintenance (3)
Maintenance  Console Clean Up_console
Maintenance  Local Administrator Password Cha...

Maintenance  Remove Temp Files
v Test(l)
Test ConsoleOnly
« Support @)
Support Get Agentless Logs
Support Get ConsoleBAgent Lags

~ Information (7)
Information  GetDateTime
GetDellServiceTag
GetRebootTime
GetServicesAsCsv
Information  GetShares
Information

Information
Information
Information

GetSystemEvents
Information  RequiresRemoting_remote
v MNetwork (1)

Metwork Open Port Scanner

Details
Author ViWare
Category Maintenancs
First imported  9/15/2011 20843 PM
Inputs Password
Lastimported  9/15/2011 2:08:48 PM
Minimum ITScripts engine version required 5000
Modifies the target machine  Ves
Name Local Administrator Password Change

Qutputs Mane

Script version 1000

Target Type  Any

User-imported script  No

TMScripts: & Import scripts... | (@) Approve () Disapprove

el ]
=
Decte emce = Q
Version Author Imported Target Type Approved
1000 VMware 9/15/2011 2:08:47 PM Any @ Ne
1002 VMware 9/15/2011 2:08:48 PM Any @ No
1.00.2 VMware 9/15/2011 2:08:48 PM Any @ Ne
1002 VMware 9/15/2011 2:08:48 PM Console @ No
1.0.0.0 VMWare 9/15/2011 2:08:48 PM Any @ Ne
1000 VMware 9/15/2011 2:08:48 PM Any @ Neo
1.001 VMware 9/15/2011 2:08:49 PM Console @ Ne
1.000 VMware 9/15/2011 2:08:49 PM Any @ Ne
1.0.0.0 VMware 9/15/2011 2:08:49 PM Any @ Ne
1003 VMware 9/15/2011 2:08:49 PM Any @ Ne
1006 VMware 9/15/2011 2:08:49 PM Any @ Ne
1001 VMware 9/15/2011 2:08:48 PM Any @ No
1037 VMware 9/15/2011 2:08:49 PM Any @ Ne [
1.004 VMware 9/15/2011 2:08:49 PM Any @ Ne [
1001 VMware 9/15/2011 2:08:48 PM Any @ No (|
1.003 VMware 9/15/2011 2:08:49 PM WinRM Remoting @ Ne [ |
il
1.000 VMware 9/15/2011 2:08:49 PM Any @ No [
[
(|

Purpose Change the password of the target machine lacal administrator account

Remote Desktop

Protocol

The Microsoft Remote Desktop Protocol (RDP) provides the ability to remotely
manage Windows-based machines over a network connection. RDP capabilities are
supported in VMware vCenter Protect, enabling you to use stored machine credentials
to quickly connect the console to a target machine. With Remote Desktop you can
access the target machine’s programs, files, and resources as if you were physically
sitting in front of the machine.

Q Machines ~ @ﬂ Search: [Domai

n v] for

gii'Mad'line Group Domain
~ Home Office Mach...

Home Office M. WORKGROUP

O

» B

Machine Name

) JOESDELL
Scan With

Deploy All Missing Patches
Test Patch Deployment
Connect via RDP... [}g\
Power

ITSeripts

0, | Smart Fit

IP Address

192.1681.100
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