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Preparing to Use vCenter™ Protect Update Catalog

PREPARING TO USE VMWARE VCENTER  PROTECT UPDATE
CATALOG

Welcome This document provides a roadmap of tasks you must perform when preparing to use
VMware vCenter” Protect Update Catalog.

vCenter Protect Update Catalog contains the detection and deployment logic used to
patch non-Microsoft products and legacy Microsoft products. The catalog consists of a
number of patch update files that can be imported into Microsoft’s System Center
Updates Publisher (SCUP). You then use SCUP to publish the update files to
Microsoft’s System Center Configuration Manager (SCCM). This allows SCCM to
patch your legacy Microsoft products and your non-Microsoft products such as Adobe
Reader, Adobe Flash, Apple Quicktime, Firefox, etc.

The following diagram illustrates how vCenter Protect Update Catalog interacts with
Microsoft’s SCUP and SCCM components.
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vCenter Protect Update Catalog

Configuration Manager Internet-based Software
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For more detailed information see the vCenter Protect Update Catalog section of the
VMware IT Management Community (http://community.shavlik.com). You will need
to become a member of the community in order to gain full access to all available
resources.
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Preparing to Use vCenter™ Protect Update Catalog

System
Requirements

Add an SCCM
Self-signing
Certificate

In order to use vCenter Protect Update Catalog you must have the following:
e Windows Server Update Services (WSUS) 3.0 SP2 or later
e WSUS hotfix: http://support.microsoft.com/?kbid=2530678

e System Center Configuration Manager (SCCM) 4.0 SP2 or later (in Native or
Mixed mode)

Note: SCCM requires a Windows Server platform (2003 Family SP2 or later,
or 2008 Family)

e System Center Updates Publisher (SCUP) 2011

Note: SCUP 2011 requires one of the following platforms: Windows Server
2008 R2 SP1, Windows Server 2008 SP2, Windows 7 SP1, or Windows Vista
SP2.

e vCenter Protect Update Catalog license

Creating a Self-signing Certificate

Important! If you are using an internal Public Key Infrastructure (PKI) to create and
deploy your self-signing certificate (rather than using the default WSUS Publishers
Self-signed certificate), skip this section and instead see the following for information
on creating the certificate.

http://mikeshellenberger.wordpress.com/2010/09/02/system-center-updates-publisher-
microsoft-pki/

Note: If you have already created a self-signing certificate you should review this
section to verify all steps have been completed; do not recreate the certificate.

A self-signing certificate is required in order to publish vCenter Protect Update
Catalog patch update files to the SCUP and SCCM server components. To create a
self-signed certificate for your enterprise:

1. Open the SCUP management console.

2. On the Home tab, click Configure WSUS and Signing Certificate.

3L Svstem Center Updates Publisher 2011

Ll
~@

Overview
System Center Update Publisher provides a way to create and manage your own software update catalogs for use with Microsoft System Center products.

Recent Alerts (0) - Last updated: 6/6/2011 5:24:41 PM  refrsh

Getting Started

Add Partner Software Updates Catalogs
Add partner software update catalogs o mport into System Center Uipdates Publisher.
Import Software Updates Catalogs

Import Updat

export.

#findows Serves Update Services (WSUS).
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Preparing to Use vCenter™ Protect Update Catalog

3. Onthe Update Server tab, select the Enable publishing to an update server

check box.

E Options

E System Center Updates Publisher Options

I

Update Server

/\

ConfigMgr Server

Trusted Publishers

Proxy Settings

Advanced

L memmm@
Settings

Configure the update server to use for publishing. WSUS Administrators group rights
are required on the update server for you to successfully publish software updates.

* Connect to a local update server
" Connect to a remote update server:

™ Use 5L when communicating with the updates server

Mame: I localhost

Port: Im Test Connection

Signing Certificate

The signing certificate is used to digitally sign the content you want to publish to
the update server. Browse to an existing signing certificate and choose Create, or
leave File empty and choose Create to have the update server generate a self-
signing certificate.

File:

Browse... @’ Remove

——
Last recorded update server certificate
Certificate issuer: CM=WS5L5 Publishers Self-signed
Expiration date: 524/2016 3:29:44FPM
oK Cancel

4. In the Signing Certificate area, click Create.

5. On the Certificate Registration confirmation dialog, click OK.
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Preparing to Use vCenter™ Protect Update Catalog

6. Open an MMC console and select File>Add/Remove Snap-in.

onsolel - [Console Root] _1ol x|
i@ Fle Acion View Favorites Window Help | =181
|g New crri+n
—  Open... cul+o T =
- save cti+s fictions]
Save As... There are no items to show in this view. Console Root -
<EddEemove Snap-n. > Ctrl+M More Actions 4
Options..-

1

2 ServerManager.msc

3 C:\Windows\system32igpme. msc
45QLServerManager.msc

Exit

[Enables you to add snap-ins to or remove them from the snap-in console.

7. Click Add, select Certificates, and then click Add.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Description:

_=J Group Policy Object ...
_EJ Group Policy Starter ...
4 Internet Information. ..

Micrasoft Cor...

Micrasoft Cor...
Microsoft Cor...

Snap-in | Vendor | -
= | ActiveX Control Microsaft Cor...
Microsoft Cor...
Micrasoft Cor...

- Microsoft Cor...
M Computer Managem... Microsoft Cor...
éDevice Manager Microsoft Cor...
=¥ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
_%Gmup Policy Manag... Microsoft Cor...
'=[ Group Policy Manag...  Microsoft Cor...

[ |

Add = |

Selected snap-ins:

[ Console Root

NS

Edit Extensions. .. |
Remove |
Mewe e |

[awe o |
Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK I Cancel
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8. Choose Computer account and then click Next.

Certificates snap-in

9. On the Select Computer dialog, choose Local computer and then click Finish.

10. Click OK.
Save a copy of this MMC for future use as you will be using it often.
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Export Certificate
Important! Do not export the private key.

You should see a folder called WSUS > Certificates.

= Consolel - [Console Root\Certificates (Local Computer)\WSUS\Certificates] e s - O] x|
& Fle Acion View Favorites Window Help [INETE
Y EIENEE
1 Console Root I [Lssued By | Expration Date__| Intende [ Actions

'WSUS Publishers Self-signed

El=] Certificates (Local Computer) WSUS Publishers Self-signed 11/19/2020 <Al> | certificates N
|| Personal
[ Trusted Root Certification Aut More Actions »
|| Enterprise Trust

] Intermediate Certification Aut
|| Trusted Publishers

[ ] Untrusted Certificates

-] Third-Party Root Certification
| Trusted People

Certificate Enrallment Reques
ted Roots

FEEEE

)

L wsus
|

q (oo mlEl | |

[WSUS store contains 1 certificate. | |

Within this folder you should see a “WSUS Publishers Self-signed” certificate. This
certificate should be the only one in your certificate store to have a public and private
key.

1. Right-click the WSUS Publishers Self-signed key and select All Tasks > Export.
2. On the Welcome to the Certifcate Export Wizard dialog, click Next.

3. On the Export Private Key dialog, choose No, do not export the private key and
then click Next.

Certificate Export Wizard 4 |
Export Private Key

You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

" Yes, export the private key

+ No, do not export the private key

Learn more about exporting private keys

<Back I Next > I Cancel |

4. On the Export File Format dialog, choose DER encoded binary x.509 and then
click Next.
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5. On the File to Export dialog, type a file name and then click Browse to specify
where you want to save the file.

Certificate Export Wizard |

File to Export
Spedify the name of the file you want to export

File name:

Certificate expart Browse... |

< Back I MNext = I Cancel

6. Click Next.
7. On the Completing the Certificate Export Wizard dialog, click Finish.

8. On the confirmation dialog, click OK.
Note: Don’t close MMC.
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Copy the Certificate to the Appropriate Certificate Stores

You now need to add the new non-private key to the Trusted Root Certification
Authorities and the Trusted Publishers certificate stores on your server. If you use
multiple servers that house your SCCM, WSUS and SCUP consoles separately, you
must repeat the steps in this section for each server in the chain.

1. In the Certificates Store MMC select Trusted Root Certification Authorities >
Certificates, right-click Certificates and select All Tasks > Import.

= Consolei - [onsole Root'\Certificates (Local Conputer)\Trusted Root Certification Authorities\Certificates = =101 %]
| =lE] 1

Congole Root ImedTo = [ toned gy | ExpravonCate | Actions
CalClass 3 Pubkc Primary Certicaton... Class 3 Publc Primary Cortiicaton &...  8/1/2023 e x

Licinss 3 Public Primary Certficaton. .. Class 3 Publc Prmary Cortficaton ... 172004
S Capamght () 1997 Marosoft Corp.  CopnTapht (2] 1997 Merosaft Conp. 12/30/ 1565 More Ackens d
.y “hal Root IGTE Cybex Trust Ghobad Root 813018

— Micressilt Autheriticode(om) Root Au...  12/31/1999
* osoft Root Authenty Mireaait oot Ausherity 127312000

:

Hew Window fromHere  rosoft Root Certificate Authority  Miorosoft Root Certificate duthanity 58021
Thdraty Rl TR | LIABILITY ACCEPTED, ()97 ... NOLIABILITY ACCEPTED, ()97 ¥en... L7004
Trusted Peogle swte Tmestamong CA Thawte Timestamping CA 12312020
Certiicate Eryg Refresh e -52-2008 WiMEwc-52-2008 11142000
SartCand Try | Exportiist.. SIS Publishers Self-sgned WSS Publishers Seif-sgned 11/19/2020
WS

Help
Certifcates -
1] |+l 1 |

Contains actons that can be performed on the item.
2. On the Welcome to the Certificate Import Wizard dialog, click Next.

3. On the File to Import dialog, browse for your public key file and then click Next.

Certificate Import Wizard x|

File to Import

Specify the file you want to import,

File name:
C:\temp\Certificate export. cer Browse... I

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back Next > Cancel
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4. On the Certificate Store dialog, choose Place all certificates in the following
store and then click Next.

Certificate Import Wizard !-:i' x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
' Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse... |

Learn more about certificate stores

< Back I Mext = I Cancel |

5. Onthe Completing the Certificate Import Wizard dialog, click Finish.
6. On the confirmation dialog click OK.

7. Repeat steps 1 — 6, only this time select Trusted Publishers in Step 1.
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10

Windows Server 2008 Group Policy Setup Using WSUS Self-
signed Certificates

Note: All steps and screen shots used in the remainder of this document are for
Windows Server 2008. The steps and screens for Windows Server 2003 may be
slightly different.

You must have a few settings in place for proper Native or Mixed mode to work
correctly. If you don’t have a specific GPO policy for SCCM you should make one for
your clients/servers. This makes it easier to manage SCCM issues and policies.

1. Open Group Policy Management Console (on Windows Server 2003 this is a
download and install from Microsoft).

2. Highlight your domain name and select the organizational unit (OU) you wish to
add your policy to.

The following example contains an OU called “User Computers” under the Users and
Computers Console. You should add all your users” computers to the OU. This
example also contains a policy called “SCCM Client Installations” (SCI) in the Group
Policy Management Console. The policy should be enforced (right-click the policy and
then select Enforced).

5[% Group Policy Management

Eﬁ Farest: SCCMDF . local

E@ Dionnains

=2 SCCMDF local
@ Defaulk Domain Palicy

@ Domain Controllers

=@

54 General Palicies

User Cormpukers

38 SCCM Clisnt Installations

-- Group Policy Objects
WHI Filters

..

&-LE Sites
-{=4 Group Palicy Modeling

{154 @roup Policy Results

VMware vCenter™ Protect Update Catalog Quick Start Guide: For SCUP 2011
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Set all your policies that affect these computers for SCCM in the SCCM Client
Installations policy.

1. Right-click the SCCM Client Installations policy and then select Edit.

E Group Policy Management

—|Of x|
'z Fle Action View Window Help ‘ =121 =]
L el fFal  SE 7 ol
_h Group Policy Management SCCM Client Installations
=] _ﬁ Forest: testdomain, com 5 - = =
= 7% Domains Cope I Details I Settings | Delegation I
El 3 testdomain.com Links
Default Domain Policy Display links in thi .
isplay links in this location:
AcminGroups Itestdnmaln com j
Domain Controllers The following sites, domains, and OUs are linked to this GPO:
St Location [ Erforced [ Link Enabled [ Patr
(21 User Computers fes Yes testc
Group Policy Objects
WMI Filters I —’I
Starter GPOs v Link Enabled 4
Save Report... Itering

roup Policy Modeling View o in this GPO can only apply to the following groups, users, and computers
[ Group Policy Results

New Window from Here

icated Users

Delete
Rename

»
Refresh [ B

. Remove I Fraperties |
Help
J
WMI Filtering

This GPO is linked to the following WMI filter:

<nong> j Open
| |

‘Displays Help for the current selection.

The Group Policy Object Editor dialog is displayed. It is used to manage your
policies to be applied.

Select Computer Configuration > Windows Settings > Security Settings >
Public Key Policies.

B Group Policy Management Editor

- o) x|
File Acton View Help
es2mlE=]
=] 5CCM Client Installations [WIN2008-DOMAIN, TESTDOMAIN, COM] Policy | Object Type
[ &/ Computer Configuration __|Encrypting File System
= [ Policies
__ Software Settings rusted Root Certification Authorities
B[] Windows Settings __| Enterprise Trust
k=i SCTIDI.S (SErI?JDfShubdown} [l Intermediate Certification Autharities
@ SEET':Y SE?::'Q‘_S_ "I Trusted Publishers
ceoum Foles “lUntrusted Certificates
Local Polices = q B
j EventLog | Trusted People

4 Restricted Groups @Cerh:ﬁcahe Paﬂ'v.\u'a\ida.mn Settings

‘A System Services ertificate Services Client - Auto-Enrollment

‘5 Registry

4 File System

Wired Network (IEEE 802.3) Policies

| Windows Firewall with Advanced Security
| Metwork List Manager Polices

JEEE 802.11) Policies

g IP Security Policies on Active Directory (TESTDOMAI
wlly Policy-based Qos
] Administrative Templates: Policy definitions (ADMX files) retr
| Preferences
= if?) User Configuration
| Polices
| Preferences

| | Ikl |

|Aubomaﬁc Certificate Request Settings store contains no automatic certificate requests.
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3. Inthe right-hand pane, right-click Automatic Certificate Request Settings and
select New > Automatic Certificate Request.

4. On the Welcome to the Automatic Certificate Request Setup Wizard dialog,
click Next.

5. On the Certificate Template dialog, select Computer and then click Next.

Automatic Certificate Request Setup Wizard i |
Certificate Template P
The next time a computer logs on, a certificate based on the template you selectis < B
provided. o

A cerfficate template is a set of predefined properties for cerfficates issued to
computers. Select a template from the following list.

Certificate templates:
MName | Intended Purposes
Client Authentication, Server Autherticatior
Domain Controller Client Authentication, Server Autherticatior
Enrollment Agert {Computer) Cerificate Request Agent
IPSec IP securty IKE intermediate
1 | |

< Back Next > Cancel |

6. On the Completing Automatic Certificate Request Setup Wizard dialog, click
Finish.

Note: If you are using an internal Public Key Infrastructure (PKI) to create and deploy
your self-signing certificate (rather than using the default WSUS Publishers Self-
signed certificate), use your PKI certificate in place of the WSUS certificate in

Steps 7 — 15.

7. Select Computer Configuration > Windows Settings > Security Settings >
Public Key Policies > Trusted Root Certification Authorities.

Grug Palicy Management Fditar

Fle Acton Vew Hep

e nmlOlc < HE
‘SOCM Chent Istallaors. [WINZOOS-DOMAIN. TESTDOMADLCOM] = | | fesued To = [ romed By [ entended Pupes [stmhm | cen
= B8 Computer Configuration S WELES Publishers 5o signed WELE Publishers Seif signed 1152020 «all» hone >
Palces
Raltmme Sattrge
Windows Settings

Sopts (StarupfShutdonn)
3 Seth

3l 3 Eventlog

¥ g Restrictesd Grongn

+ [ System servees

s g Regety

% 3 Fle System

% [ Wired Network (JEEE 802.3) Poles

# ) Wandows Frewsl wih Advanced Security
Network List Manager Polkies

51 L Wreiess Network (EEE 807, 11) Poloes
Pubc Key Polces.

Encryptng Fle Srstem

Autsmate Cersfcate Reauest Setmngs

Trush Autor e

Enterprae Trust Impart...
intermedate Certfcation Authorites| e ,
Trusted Pusishers o]
Unirusted Certficates Yiew .
Trustad Peccie
Saftware Resmbon Pokoes Aefresh
Mtwek desoess Prohsction Exportlist..,
|0 ——— nep

N

12 VMware vCenter™ Protect Update Catalog Quick Start Guide: For SCUP 2011



Preparing to Use vCenter™ Protect Update Catalog

8. Right-click on Trusted Root Certification Authorities and then select Import.
9. On the Welcome to the Certificate Import Wizard dialog, click Next.

10. On the File to Import dialog, click Browse and locate your public key file.

Certificate Import Wizard x|

File to Import

Specify the file you want to import.

File name:

Browse... I

MNote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

< Back | Next = | Cancel |

11. Select the public key file and then click Open.

Certificate Import Wizard

B

x|
- Computer - Local Disk {C:) ~ Temp - m @j
Organize ¥ {3 Views ~ New Folder @
Favorite Links Name = |.| Date modified |-| Type |v| Size |-| Tag
_ﬁJCernﬁcabe export.cer  11/22/2010 4:51 Security Certificate 1KB
B Desktop

IS SCUP Key.cer 11/22/2010 1:3 Security Certificate
78 Computer

r[, Documents

FE Pictures

FD Music

4 Recently Changed
FB Searches

| Public

Folders il [ ] | _,I
File name: ISCUP Key cer j ICertHicme File (*.cer* o) j

cos

i

12. On the File to Import dialog, click Next.

13. On the Certificate Store dialog, choose Place all certificate in the following
store and then click Next.

14. On the Completing the Certificate Import Wizard dialog, click Finish.

15. On the confirmation dialog, click OK.
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14

16. Select Computer Configuration > Windows Settings > Security Settings >
Software Restriction Policies.

17. Right-click Additional Rules and select New Certificate Rule.

B Group Policy Management Editor

Fie Action View Hep

L A ol F=RiRE 7 Hod

=] SCCM Clent Installations [WIN2008 DOMAIN. TESTDOMAIN.COM] = [[Name + [ Type [ Security Level | Desaription [ Lest Modified Date

=1 & Computer Configuration | %HKEY_LOCAL_MACHINE\SOFTWAREWMicr...  Path Unrestricted 12/8/2010 2:48:40 PM
B [ Policies £E| %HKEY_LOCAL_MACHINE\SOFTWAREMicr...  Path Unrestricted 12/3/2010 2:48:40 PM

| software Settngs AFWSUS Publishers Self-signed Certficate Unrestricted 12/3/2010 2:5L15PM
B[] Windows Settings

&} Scripts (Startup/Shutdown)

3 Security Settings

5 Account Policies

Local Policies

EventLog

A Restricted Groups ( New Certificate Rule... )

1, System Services

7 Registry New Network Zone Rule. .

1, File System New Path Rule..

[ Wired Network (IEE}

| Windows Firewall wi

| Network List Manag!  yiew v

if Wireless Nebwork

~| Public Key Policies Refresh

=1 [ software Restrictio  ExportList...

7 Seaurity Levels

=)

All Tasks >

Help

| Metwork Access Protection
13, 1P Seaurity Polides on Active Directory (TESTD
] gl Policy-based Qos
| Administrative Templates: Policy definitions (ADMX file:
= Preferences
= 4, User Configuration
) policies

K| |

18. Click Browse, locate the public key file, and then click Open.

19. Change the security level to Unrestricted and then click OK.

Mew Certificate Rule |

General |

@ Use rules to ovemide the default security level.

Click Browse to select a certfficate, and then select a security level.

Certificate subject name:
|w5 US Publishers Self-signed Browse...

J

To view details about the selected certificate, click Details. Details... |

Security level:

Unrestricted

Dlescription:

1. Note: Cerificate rules will negatively impact the peformance of your

machine.

Leam more about software restriction policies

oK | cancel | ooy |

20. On the subsequent confirmation dialogs, click Yes and then OK.
Now the clients will get the certificates from GPO.

21. Select Computer Configuration > Administrative Templates > Windows
Components > Windows Update.
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22. Double-click Allow signed updates from an intranet Microsoft update service
location.

File

Action

=10l

«

5|5

~ Terminal Services

~| Windows Calendar

| Windows Color System

“| Windows Customer Experience Improvement Program
% Windows Defender

| Windows Error Reportng

%] Windows Explorer

1 windows Installer

| Windows Logon Options

=1 windows Mail

| Windows Media Center

1 Windows Media Digital Rights Management
7| Windows Media Player

—| windows Meeting Space

| Windows Messenger

1 Windows Mobility Center

| Windows Movie Maker

“| Windows Powershell

| Windows Remote Management (WinRM)
“| Windows Remate Shell

| Windows Sidebar

urce Manager

°| Preferences

" Polides

= & User Configuration

off

Windows Update

Allow signed updates from an
intranet Microsoft update service
location

Display Properties

Requirements:
Atleast Micosoft Windows XP
Professional with 5P1 or Windows
Server 2003 famiy

Desaiption:

This policy setting allows you to
manage whether Automatic Updates
accepts updates signed by entities
other than Microsoft when the update
is found on an intranet Microsoft
update service location.

1f you enable this palicy setting,
Automatic Updates accepts updates
received through an intranet
Mrosoft update service location, if
they are signed by a certificate found
in the "Trusted Publishers” certificate
store of the local computer.

1f you disable or do not configure this
policy setting, updates

infranet Microsoft update service
location must be signed by Micresoft.

Setting State
Do rot display Tnstall Updates and Shut Down' option in Shut Do Not configured
Do not adjust default option to 'Install Updates and Shut Dowr'in...  Not configured
Enabling Windows Update Power Management to automatically Not configured
Canfigure Automatic Updates Not configured
Specify intranet Microsoft update service lacation Not configured
Automatic Updates detection frequency Not configured
Allow to receive update Not configured
Allow Automatic Updates immediate instaliation Not configured
Turn on recommended updates via Automatic Updates Not configured
No auto-restart for scheduled Automatic Updates installations Mot configured
Re-prompt for restart with scheduled installations Not configured
Delay Restart for scheduled installations Mot configured
Reschedule Automatic Updates scheduled installations Not configured

=14l

% Extended 4 Standard /

23. On the Setting tab, choose Enabled and then click OK.

VMware vCenter™ Protect Update Catalog Quick Start Guide: For SCUP 2011
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Download the . .

L C | Before beginning the import process you should always download the most current
ateSt atalog vCenter Protect Update Catalog file. You will receive an e-mail message whenever a
File newer file is available. The e-mail message will specify the location of the catalog file
as well as the credentials needed to log on to the site. Simply download and save the

file to your computer or to a location on your computer network.

Import the

. Importing the catalog file into SCUP is a very easy process.
Catalog File porting 9 y easyp
into SCUP 1. Start System Center Updates Publisher (SCUP).

2. On the Home tab, click Import.

3E system Center Updates Publisher 2011 == x|
~@

LERMN Home  Folders

Creatt

=

e Overview

Al Software Updates System Center Update Publisher provides a way to create and manage your own software update catalogs for use with Microsaft System Center products.
Recent Alerts (0) - Last updated: 6/6/2011 5:24:41 PM  Refresh v
Getting Started v

Add Partner Software Updates Catalogs

Add partner software update catalogs to impartinto System Center Updates Publisher.

Import Software Updates Catalogs

Import software updates catalogs into System Center Updates Publisher.

Create Software Updates

Create a software update to publish or export.

Configure WSUS and Signing Certificate

Frovide the settings needed to publish software updates to a Windows Server Update Services (WSLS).
Assign Updates to a Publication

Assign software updates to a publication.

Publish a Publication

Publish Publications to a configured WSUS server. Published software updates are available to other System Center products.
Learn More About System Center Updates Pubisher

Watch screencasts and read blog posts covering System Center Updates Publisher.

| updates

Publications

i=| Rules

| | Catalogs

Resdy

The Import Software Updates Catalog Wizard is displayed.
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Choose Specify the path to the catalog to import and then click Browse.

&N Import Software Updates Catalog Wizard

ston ot v

Summary " Import one or more catalogs from My Catalogs

= Catalog Location
Progress
Confirmation

@mmmmm@

Example: C:\mycatalog\catalog.cab

<Previous| MNext = | Summary | Cancel |

On the Select Catalog dialog, navigate to the location of the vCenter Protect
Update Catalog file.

For example:

=§ Import Software Updates Catalog Wizard ll
& Select Catalog x|
CK) |- Desktop = - ml Search Desktop

Organize New folder

= - 0 @
W Favorites " L raries
M Desktop U System Folder
& Downloads
(5
5l Recent Places Administrator
& System Folder
4l Libraries
[Z| Documents [ | Computer
Jz’ Music i System Folder
[ Pictures .
B2 videos | Network
| System Folder
1M computer -
€l Network ﬁ

@ somse.. |
File name: IShainkApple.cab j ICatangs (*.cab) j
Open I Cancel |

< Previous | Next > | Summary Cancel
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5. Select the file and then click Open.
6. On the Import Software Updates Catalog Wizard dialog click Next.

7. Onthe Summary dialog, verify that you have specified the correct file and then
click Next.

8. (Optional) If you are asked to validate the catalog, click Accept.
x|

Do you want to accept this catalog?

I arme: : Shavlik113009.cab
Publisher:  Shavlik Technologies

(%) {Always accept catalog from Shavil Technologies

) Ask me every time

All vCenter Protect Update Catalog files are signed with a valid certificate. You
may wish to choose Always accept catalog from "Shavlik Technologies” to
bypass this validation dialog in the future.

Accept | Dan't Sccept I

Catalog files from untruzted publizhers can potentially harm client computers when
zcahning for updates. Only accept catalogs from publishers you trust.

Tell ke tore

During the import process some previous updates may already exist. In this case
you are presented with a Confirm Update Replace dialog. For example:

Confirm Update Replace x|

An update named Mozilla Firefox 3.0.15" has the zame unigue 1D az the one being imported
fram location 'C:\Shavlk_SCUPdates'.

whould you like to ovenarite the existing update

Wendar:  Moazlla Foundation

. Product 1 Firefox 3

= Title: : Mozilla Firefox 3.0.15
Created: 111242009 5:38:41 P

with this one?

Wendar:  Moazlla Foundation

or Product : Firefox 3

- Title : Mozila Firefox 3.0.15
Created: 111242009 5:38:41 P

Yes to sl | Mo | LCancel |

Always click Yes to overwrite the existing update. VMware may provide bug fixes
in the vCenter Protect Update Catalog data that require an update.
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9. On the Confirmation dialog, click Close.
The System Center Updates Publisher home page is redisplayed.
10. In the console tree in the left-hand pane, select the product(s) you want to publish.

You can specify all products by selecting the top level item (System Center
Updates Publisher). Or, you can drill down as far as you want by specifying
individual product vendors, individual products, or even individual article IDs
within a product.

L@ System Center Updates Publisher
™% Mozilla Foundation
™ Microsoft
= i_j apple Inc,
% iTunes
% QuickTime
% safari
i_,j Adobe Systems, Inc,

11. Click Publish.

3Z System Center Updates Publisher 2011 -|81%|
L=
LA rome | Folders ~@

- Y | /@ g

Creste Import  Edit Assign Duplicate Vi

5] Overview All Apple Inc. QuickTime software updates £
4 Al Software Updates
4 [ Apple Inc, Name Update Type  Classification  Severity  Artide D Bulletin ID _ CVEID Date Modified  Date Publishe
% QuickTime 7.6.4 Update Security Critical QAQ7640  AQDS-003  CVE-2009-2202
= Apple Appication Support |5 QuickTime 7.6.5 Update Security Critical QAQTESD  AQUS-004

| Tunes & QuickTime 7.6.6 Update Security Crificsl QAQ7660  AQID-001  CVE-2009-2837

| safari 5 QuickTime 7.6.7 Update Security Crificsl QAQ7670  AQI0-002  CVE-ID: CVE-2010-1799No
. QuickTime 7.6.8 Update Security Crifical  QAQ7680  AQI0-003 -
& QuickTime 7.6.9 QAQ7630 AQI0-004  CVE-2010-378
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12. Choose Full Content and then click Next.

Note: Be sure to select Full Content. vCenter Protect Update Catalog does not
support the Metadata Only option.

é Publish Software Updates Wizard 5'

'~ Publish Options

Publish Gptions Specify publish options

Select how you would like to publish the selected updates:
" Automatic

Progress Click Automatic to allow Updates Publisher to query Configuration Manager to determine whether the selected software
updates are published with full content or only metadata. In this mode, software updates are only published when they
meet the dient request count and package source size thresholds that are spedified on the ConfigMar Server page of the

Confirmation Options dialog box. If neither threshold is met, only the software update definition {metadata) is published. Automaticis
available only when Configuration Manager Integration is selected on the ConfigMar Server page.

- Ibeﬂt when you are sure that you want to deploy the software updates by using Configuration Manager.

When Ful Content is selected, Updates Publisher publishes the binary of the software update and the definition
(metadata) of the software update.

Summary

" Metadata Only

Click Metadata Only when you only want to gather compliance information for the selected software updates. When
Metadata Only is selected, Updates Publisher publishes only the definition of the software updates. Software update
binaries are not published.

I sign all software updates with a new publishing certificate when published software updates have not changed but their
certificate has changed.

< Previous Mext = Summary Cancel

13. In the Summary dialog, verify that you have specified the correct update(s) and
then click Next.

This pushes the update files to SCCM.
14. Click Next on all subsequent dialogs to complete the process.

You may need to answer questions from the software publishers about the updates.

You can now use SCCM to deploy the non-Microsoft product patches.
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Supported
For a complete list of the products supported by vCenter Protect Update Catalog, see:
Products P P PP y P J
http://community.shavlik.com/answers/viewQuestion.apexp?id=906C0000000TSjulAG
Support
| fpp fi For technical assistance with vCenter Protect Update Catalog, please refer to one of the
ntformation following support options:

e Browse the vCenter Protect Update Catalog section of the VMware
Technologies IT Management Community at http://community.shavlik.com

e E-mail us at shavlik-scupdates@vmware.com

e Phone Technical Support at (866) 407-5279
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